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[bookmark: _Toc225519974]Executive Summary
This manual establishes mandatory data standards, transmission protocols, metadata guidelines, and classification policies for all New York State election authorities submitting data to the Flateau Voting and Elections Database of New York (VEDA). Its purpose is to ensure the secure, accurate, interoperable, and transparent collection and management of election-related data, as mandated by Election Law Section 3-112(1-b). Adherence to these standards, developed in alignment with recognized best practices from NIST, EAC, and CISA, is crucial for maintaining the integrity and public trust in New York's election processes. This document details requirements for data formats, submission methods, quality checks, security classifications, and compliance procedures.
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This manual establishes uniform data standards, transmission protocols, metadata guidelines, and classification policies for all election authorities submitting data to the Flateau Voting and Elections Database of New York (VEDA). This requirement stems directly from New York State Election Law Section 3-112(1-b), which mandates the State Board of Elections (SBOE) to create a statewide database and set standards for data submission.
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These standards are designed to:
· Ensure the security and integrity of election data.
· Promote interoperability between different systems and jurisdictions.
· Facilitate transparent data collection and public access where appropriate.
· Streamline data management and analysis processes.
[bookmark: _Toc225519978]1.3 Guiding Principles & Referenced Standards
The standards herein align with recognized best practices and guidelines from:
· NIST: National Institute of Standards and Technology (Specific publications referenced in relevant sections)
· EAC: Election Assistance Commission (Including VVSG and EAVS guidelines)
· CISA: Cybersecurity and Infrastructure Security Agency (Election security guidelines)
· FAIR Principles: Findable, Accessible, Interoperable, Reusable
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· API (Application Programming Interface): A set of rules and protocols for building and interacting with software applications, allowing different systems to communicate.
· CBOE: County Board of Elections
· CISA: Cybersecurity and Infrastructure Security Agency.
· CSV (Comma-Separated Values): A simple text file format where data is stored in rows, with values in each row separated by commas.
· CURE: A cure process is the process of correcting defects in review of a submission
· EAC: Election Assistance Commission
· EAVS: Election Administration and Voting Survey
· EXCEL: Microsoft Excel application
· FAIR Principles: Guiding principles to make data Findable, Accessible, Interoperable, and Reusable.
· FOIL: Freedom of Information Law
· GIS: Geographic Information System
· Hashing: Transforming data into a fixed-size string of characters using a mathematical algorithm. Used here for anonymizing sensitive IDs. SHA-256 is the required standard.
· HAVA: Help America Vote Act
· HTTPS (Hypertext Transfer Protocol Secure): The secure version of HTTP, encrypting data transmitted between a user's browser and a website.
· ISO 8601: An international standard for representing dates and times (MM-DD-YYYY format required here).
· JSON (JavaScript Object Notation): A lightweight text-based data interchange format that is easy for humans to read and write and easy for machines to parse and generate.
· Metadata: Data that provides information about other data (e.g., description, source, date created).
· NIST: National Institute of Standards and Technology.
· NVRA: National Voter Registration Act
· NYS VOTER: Statewide Voter Database
· OAuth2: An authorization framework that enables applications to obtain limited access to user accounts on an HTTP service.
· PII (Personally Identifiable Information): Information that can be used on its own or with other information to identify, contact, or locate a single person (e.g., names, addresses, non-anonymized ID numbers).
· PIO: Public Information Office
· SBOE: New York State Board of Elections.
· Schema: A formal description of the structure of data, defining field names, data types, constraints, and relationships.
· SHA-256: A specific cryptographic hash function that produces a 256-bit (32-byte) hash value.
· SSN: Social Security Number
· TLS (Transport Layer Security): A cryptographic protocol designed to provide communications security over a computer network. TLS 1.2 or higher is required.
· UOCAVA; Uniformed and Overseas Citizen Absentee Voting Act
· UTF-8: A variable-width character encoding standard capable of encoding all possible characters (code points) in Unicode.
· VEDA: Flateau Voting and Elections Database of New York.
· VVSG: Voluntary Voting System Guidelines (issued by EAC).
· XML (Extensible Markup Language): A markup language that defines a set of rules for encoding documents in a format that is both human-readable and machine-readable.
· XSLX: Excel data format Office versions above 2010
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· Local Election Authorities (County Boards (CBOE), NYC BOE, School Districts and School District Libraires, etc):
· Ensure timely and accurate submission of all required data according to the schedules defined by SBOE.
· Adhere strictly to the data formats, schemas, transmission protocols, and security requirements outlined in this manual.
· Implement necessary procedures to protect PII and maintain data confidentiality as required.
· Respond promptly to any notifications from SBOE regarding data quality issues or non-compliance.
· Maintain appropriate local records related to data submissions.
· According to applicable local laws
· State Board of Elections (SBOE):
· Define, maintain, and communicate the data standards, schemas, and submission procedures (including this manual).
· Provide and maintain the secure data submission platforms (Submission portal, API Gateway, Front End User Platform).
· Perform validation checks on submitted data for completeness, format compliance, and quality.
· Provide technical support and guidance to election authorities regarding data submission.
· Monitor compliance with these standards and enforce policies as outlined in Section 11.
· Manage the VEDA database, including data security, retention, and archival.
· Publish data appropriately based on classification levels.
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· CSV: Comma-Separated Values
· JSON: JavaScript Object Notation
· XLSX: Microsoft Excel
· GIS Shape File (.zip)
· GeoJSON
· Character Encoding: All files must use UTF-8 encoding.
· Date Format: All dates must conform to US Standard (MM-DD-YYYY) format.
· Any other format the NYSBOE deems acceptable.
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· All submitted datasets (including but not limited to voter information, election results, invalid affidavit, polling site information) must conform strictly to the standardized schemas published and maintained by SBOE.
· Schemas define required fields, field names, data types (e.g., Text, Integer, Date, Boolean), length constraints, allowed values (enumerations), and relationships between data elements.
· Schema Access: Current versions of all required data schemas are available within the user application portal
· Referenced Standards:
· NIST SP 1500-100 Series (Election Results Common Data Format)
· NIST SP 1500-102 (Voter Records Interchange Common Data Format)
· EAC Voluntary Voting System Guidelines (VVSG) 2.0 Section 9.1.1 (Data requirements)
· CISA Election Interoperability Guidance
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Data must be submitted in the following SBOE-approved methods:
· SBOE Portal: Secure web-based upload interface. https://veda.elections.ny.gov 
· Users may upload a data file or manually enter data to be submitted.
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· Transport Encryption: All transmissions must use HTTPS with TLS 1.2 or higher.
· Authentication & Integrity:
· Portal Submissions: Require authenticated user login.
· Referenced Standards:
· NIST SP 800-52 Rev. 2 (TLS Guidelines)
· NIST SP 800-95 (Secure Web Services)
· CISA Election Infrastructure Security Guide
· Any additional standards as subscribed to by NYSBOE
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Metadata provides essential context about the submitted data. It must be included with each submission, either embedded within the data file (for formats like JSON where feasible) or as a separate metadata file conforming to SBOE specifications.
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· Metadata is created by the application interface when the user creates the election event. The election name is required in the first column of all submissions as determined by the application
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The SBOE-provided schemas inherently contain field-level metadata, including:
· Field Name: Standardized name for the data element.
· Data Type: e.g., String, Integer, Date, Boolean.
· Requirement: Whether the field is Mandatory or Optional.
· Description: Clear explanation of the field's purpose.
· Validation Rules: Any specific constraints (e.g., length, format, allowed values).
· Referenced Standards:
· Dublin Core Metadata Element Set
· NIST SP 800-60 Vol. II (Information Type Categorization Appendices)
· EAC EAVS Data Dictionaries
· Data Classification: The sensitivity level of the dataset (Public, Restricted, Confidential - see Section 8).
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[bookmark: _Toc225519991]7.1 Validation Requirements
SBOE will perform automated and manual checks upon submission. Data files must meet the following quality criteria:
· Completeness: No missing values in fields designated as mandatory in the schema.
· Format Conformance: All data values must conform to the data types, lengths, and format constraints specified in the schema (e.g., valid dates, numeric values where expected, adherence to enumerated lists).
· Schema Adherence: The file structure and field names must exactly match the specified SBOE schema version.
· Referential Integrity: Where applicable, identifiers used must correspond correctly between related datasets (e.g., precinct IDs in results must match precinct lists).
· Consistency Checks: Internal consistency must be maintained (e.g., total votes cast should align with sum of candidate votes plus under/overvotes; registration counts should be logical). Total vote counts in election results must match corresponding official ballot counts/canvass reports.
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· Incorrect character encoding (Ensure UTF-8).
· Invalid date formats (Use MM-DD-YYYY).
· Using incorrect field names or deviating from the schema structure.
· Missing mandatory data.
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· All data submissions must reference the specific version of the SBOE schema they conform to in their metadata.
· SBOE will manage schema versioning. Election authorities will be notified of schema changes according to the process in Section 12.
· Referenced Standards:
· NIST SP 800-137 (Information Security Continuous Monitoring)
· DAMA-DMBOK (Data Management Body of Knowledge) Best Practices
· EAC Election Data Collection Guidelines
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Data submitted to VEDA is classified into three levels to ensure appropriate handling and access control:
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· Public: Data suitable for unrestricted public release via the SBOE website or data portal. Examples: Official election results summaries, polling place locations, district maps.
· Provided Upon Request and Approval: FOIL
· 8.2 PII Protection Requirements
Protecting voter privacy is paramount.
· No Public Release of PII: Voter names, street addresses, phone numbers, email addresses, and similar direct identifiers must NOT be included in datasets classified or released as Public.
· Name and address data is available by request via FOIL.
· Election Authorities should not upload unnecessary PII (i.e. SSN, License, etc.)
· Anonymization/Hashing: Specific Voter ID fields (e.g., NYS Voter ID, County Voter ID) must be anonymized using SHA-256 hashing before inclusion in any dataset intended for Restricted access or internal uses where the direct ID is not strictly necessary for the function. SBOE will provide specific guidance on which fields require hashing for different data uses. No salt is required for this specific application unless otherwise directed by SBOE technical specifications.
· Confidential Voter Records: Data pertaining to voters granted confidentiality status under Election Law must be handled with the highest level of security and must NOT be included in Public or Restricted datasets.
· Referenced Standards:
· NIST SP 800-122 (Guide to Protecting the Confidentiality of PII)
· NIST SP 800-60 (Guide for Mapping Types of Information and Information Systems to Security Categories)
· CISA CIS Controls v8
· NY Election Law §3-103(5) (Confidentiality protections)
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· All data submitted to VEDA, along with associated metadata, must be retained by SBOE for a minimum period of 12 years from the date of the relevant election or data creation date, unless superseded by future legislative changes.
· Election Authorities are not required to retain records for 12 years.
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· Following the active retention period SBOE will determine whether data will be appropriately archived or deleted. Final deletion or destruction of data, when authorized and required, will follow secure media sanitization procedures consistent with NIST standards.
· Referenced Standards:
· NIST SP 800-88 Rev. 1 (Guidelines for Media Sanitization)
· NIST SP 800-53 (Security and Privacy Controls - AU Audit and Accountability, SI System and Information Integrity related to retention)
· New York State Archives Retention Schedules (as applicable)
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· Where appropriate based on data classification, SBOE will provide mechanisms for exporting VEDA data.
· Exportable datasets must be available in machine-readable formats.
· Comprehensive data dictionaries (derived from the schemas and field-level metadata) must be published alongside any exportable dataset to ensure users can understand and utilize the data correctly. 
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· All changes to official SBOE data schemas will be versioned.
· A public change log documenting schema modifications will be maintained by SBOE.
· Project/Dev team will own
· Election authorities will be notified of upcoming mandatory schema changes at least 90 days prior to the effective date via official SBOE communications channels.
· Referenced Standards:
· FAIR Principles (Findable, Accessible, Interoperable, Reusable)
· EAC VVSG 2.0 Sections 9.2.2 (Interoperability) & 9.3.1 (Data dictionaries)
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· SBOE will monitor data submissions for timeliness, completeness, quality, and adherence to the standards outlined in this manual. Monitoring may include automated validation checks and periodic manual reviews. Compliance reviews will occur at least biannually, or more frequently as needed (e.g., post-election).
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· If a data submission is found to be non-compliant (e.g., incorrect format, missing data, significant quality issues), SBOE will notify the submitting election authority's designated contact person.
· The notification will detail the nature of the non-compliance and the required corrective actions.
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· Election authorities will have 10 business days from the date of the non-compliance notification to correct the identified issues and resubmit the data.
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· Persistent failure to comply with these data standards after notification and the cure period may result in further action by SBOE, potentially including referral to the New York State Attorney General, as appropriate and consistent with Election Law.
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· For questions regarding these data standards, schema interpretation, or technical issues with data submission via the portal or API, please contact the SBOE team:
· Email: info@elections.ny.gov
· When requesting support, please include your county/agency name, the specific data type and election date (if applicable), submission ID (if available), and a detailed description of the issue or question, including any error messages received.
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· This Data Standards Policy Manual will be updated periodically by SBOE to reflect changes in technology, legal requirements, or best practices.
· Updates will be versioned. Significant changes will be communicated to all election authorities via official SBOE notices and posted on the SBOE website.
· A review cycle (e.g., annual) will be implemented, potentially including a stakeholder feedback period before major revisions are finalized.
[bookmark: _Toc225520010]12.3 Schema Change Notification
· As stated in Section 10.2, mandatory changes to data schemas will be communicated at least 90 days prior to their effective date.
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